
Online Security 
With whom do you trust  your data?

most revealing benchmarks 
of online security

SSL Implementation

Email Authentication

Privacy Practices 

The Online Trust Index (OTI) is a composite 

score based on the degree of adoption of 

a company of these three best practices

The OTA examined over 1200 domains, 3600 web pages and over 500 million emails.

Their deep analysis of these measures is highlighted below…

All consumer facing websites are categorized

into 1 of these 4 segments: 

1. The FDIC 100

2. lEADING ECOMMERCE SITES (ec 500)

3. Members of the OTA

4. top social media sites

Would you trust your money to a bank that doesn’t lock its vault? 

Each time you buy something on the web, whether sharing a credit card  number or other personal 

information, you’re putting yourself at risk if  you don’t vertify that the website you are visiting 

takes appropriate measures to protect your security and privacy. 

75%
of online retailers are still failing to 

adopt online security best practices(2)

countries incidents million records

36 855 174
 DATA BREACH

In july 2011, the south korean social networking site cyworld

experienced a breach

35 Million Record Lost

BILLON DOLLARS  2.1
Personal information of users, including names, email addresses, 

phone numbers and encrypted resident registration numbers and 

passwords may have been accessed (3).

UNAUTHORIZED SERVER INTRUSION

estimated cost of breach

who can we trust?
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SSL Implementation and Configuration
Incorrect SSL setup can be detrimental to the online world of security. With 41% ignoring “secu-

rity alert” type messages this introduces an opportunity for hackers to take advantage.

91%
have seen “security 

alert” pop-up message

41%
ignore “security alert” 

43%
abandon sites when

they see “security alert”

messages

EV SSL requires a more 
thorough verification and 
is thereby a better indica-
tor that a site truly is safe

190,000 sites surveyed: only 19,810 secure
only 10% secure

Based on ssl and server configuration testing (2)

worldwide growth of ev ssl certs

Alarmingly, federal government sites continue 

to trail behind the other sectors in adopting 

SSL best practices.
year-to-year growth of sites 

using EV SSL Certificates (2)

April 2012

April 2011

April 2010

April 2009

57,837

38,966

23,675

12,725

What can we do?

privacy practices email Authentication
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Average Privacy Scores

Internet

Sending  mail server Receiving mail server

Reputation data

X

Block

junk

inbox

To combat spam and phishing, standards have been set that 

allow senders to be verified via the Sender Policy Framework 

(SPF) and DomainKeys Identified Mail.

  

Scary isn’t it! And to think… you trust these people 

with your identity!

+30%
+20%

-19%

HACKING MALWARE

PHYSICAL 
ATTACKS

ONLINE ATTACKS ON THE RISe
% change between 2010 and 2011

SSL is a very secure protocol. However, when not implemented correctly it leaves 

vulnerabilities open. When purchasing SSL certificates you should consider pur-

chasing high assurance certs, and EV certs where possible. in addition to look-

ing at doing business with ota honor roll companies (can be seen here - ), be 

sure to purchase  your ssl certs from a certificate authority that has excellent 

support so they can walk you through server setup if necessary.

Federal 
Gov Sites
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Either DKIM or SPF

April 2010	 April 2011	 April 2012	

Adoption of either SPF or DKIM is up from 56% in 2011 to 73% in 2012

Produced by digicert, ONE OF THE WORLD’S largest providerS of high-assurance ssl 

certificateS, is a BOARD member of the online trust alliance. along with 

the ota, digicErt is dedicated to making the internet ecosystem a safer 

place for organiZaTions and consumers. you can get more information 

on digicert or follow them online via one of these links:

SOURCES:
1)	 http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf

2) 	 http://www.otalliance.org/news/releases/2012scorecard.html

3) 	 http://datalossdb.org/incidents/4521
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THE OTA IS A GLOBAL, NON-PROFIT ORGANIZATION DEDICATED 

TO PROMOTING ONLINE SECURITY BEST PRACTICES AND POLICIES 

THAT MITIGATE EMERGING PRIVAcY, IDENTITY AND SECURITY 

THREATS, THEREBY ENHANCING ONLINE TRUST AND CONFIDENCE. 

THE OTA 2012 hONOR ROLL REPORT HIGHLIGHTS SECURITY AND 

PRIVACY IMPLEMENTATION ACROSS THE WEB WHILE DISTINGUISH-

ING COMPANIES LEADING WITH BEST PRACTICES THAT PROTECT 

CONSUMERS.  THE REPORT CAN BE SEEN HERE - 
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